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(57) ABSTRACT

Described herein 1s a technique for securely synthesizing a
voice of a speaker during a language translated voice call.
When a voice call 1s first initiated between the speaker and
one or more other call participants, the audio data repre-
senting the speech of the speaker 1s received at a server
computer where 1t 1s processed by obtaining a sample of a
fixed duration (e.g., 8 seconds). This fixed-duration sample
1s then processed to generate a voice profile of the speaker
for use 1n generating synthesized speech 1n a voice of the
speaker, 1n a second language. This process of sampling the
audio data and generating the voice profile 1s repeated at a
fixed interval (e.g., every 30 seconds), such that the voice
profile of the speaker i1s continuously updated during the
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400
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DURING A LANGUAGE TRANSLATED COMMUNICATION
SESSION, ITERATIVELY GENERATING A VOICE PROFILE
FOR A SPEAKER AT A FIXED INTERVAL FROM A SAMPLE OF
AUDIO DATA OBTAINED DURING THE INTERVAL, WHERE
THE AUDIO DATA REPRESENTS SPEECH FROM THE
SPEAKER

|

DURING THE LANGUAGE TRANSLATED COMMUNICATION
SERVICE, PROCESS A STREAM OF AUDIO DATA
(REPRESENTING THE SPEECH, IN THE FIRST LANGUAGE,
FROM THE SPEAKER) TO GENERATE SYNTHESISED
SPEECH, IN A SECOND LANGUAGE, USING AS INPUT TO A
SPEECH SYNTHESIZER THE MOST RECENTLY GENERATED
VOICE PROFILE OF THE SPEAKER

402

404 |

RESPONSIVE TO DETECTING THAT THE COMMUNICATION
SESSION HAS BEEN TERMINATED OR THAT A PARTICIPANT
HAS LEFT THE COMMUNICATION SESSION, DELETING
FROM MEMORY ALL RELEVANT VOICE PROFILES
GENERATED DURING THE COMMUNICATION SESSION

406

END |
END

FIG. 4
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TECHNIQUES FOR SECURELY
SYNTHESIZING SPEECH WITH THE
NATURAL VOICE OF A SPEAKER DURING
A LANGUAGE-TRANSLATED
COMMUNICATION SESSION

RELATED APPLICATIONS

[0001] This application claims the benefit of U.S. Provi-
sional Patent Application No. 63/429,736, filed Dec. 2,
2022, which 1s incorporated by reference herein in 1ts
entirety.

TECHNICAL FIELD

[0002] The present application generally relates to a tech-
nique for securely synthesizing the natural voice of a
speaker when translating speech of the speaker from a first
language to a second language during a real-time commu-
nication session, such as a one-to-one voice call, an audio or
video-based conference, or similar online event. More spe-
cifically, the present application describes a technique for
creating, and then continuously recreating, a voice profile of
the speaker over the duration of the communication session,
thereby diminishing opportunities for impersonating another
person with deepiake voice cloning.

BACKGROUND

[0003] The use of artificial intelligence with language
translation and speech synthesis technologies has made it
possible to translate speech, 1n near real-time, from a first
language to a second language with high accuracy and
mimmal processing delay. Language translation and speech
synthesis technologies have been deployed with a variety of
applications and for a variety of different use cases. For
example, some personal communication applications use
these technologies to enable voice calls and video calls
between two or more call participants who natively speak
different languages. By way of example, during a voice call
that leverages these technologies, a first person who natively
speaks a first language (e.g., English) may carry on a
conversation with a second person who natively speaks a
second language (e.g., French). Similarly, many audio and
video-based conferencing applications use these technolo-
gies to allow one-to-many broadcasts, where a presenter
speaks 1n a language that may be different from the language
understood by other conference participants. By way of
example, applications that facilitate broadcasting events—
such as conferencing applications—may leverage these
technologies to translate the speech of a presenter from a
first language into synthesized speech 1n one or more
alternative languages, appropriate for other conierence par-
ticipants.

BRIEF DESCRIPTION OF THE DRAWINGS

[0004] Embodiments of the present invention are illus-
trated by way of example and not limitation 1n the figures of
the accompanying drawings, in which:

[0005] FIG. 1 1s a diagram 1llustrating an example of an
application having a voice profile service for continuously
updating a voice profile of a speaker when generating
language-translated synthesized speech, consistent with
some embodiments.
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[0006] FIG. 2 1s a diagram 1llustrating a timing diagram
for a system that uses a voice profile service such as that
described in FIG. 1, consistent with embodiments of the
invention.

[0007] FIG. 3 i1s a user iterface diagram illustrating an
example of a user interface for an application that facilitates
generating a visual notification when a significant change 1s
detected to a voice profile of a speaker used to generate
synthesized speech during a communication session, con-
sistent with embodiments of the present invention.

[0008] FIG. 4 15 a flow diagram illustrating an example of
a technique for translating speech from a first language to a
second language, where the synthesized speech 1n the sec-
ond language has audible characteristics of the natural voice
of the speaker, consistent with embodiments of the mmven-
tion.

[0009] FIG. 5 1s a block diagram illustrating a software
architecture, which can be installed on any of a variety of
computing devices to perform methods consistent with those
described herein.

[0010] FIG. 6 illustrates a diagrammatic representation of
a machine in the form of a computer system (e.g., a server
computer) within which a set of instructions may be
executed for causing the machine to perform any one or
more of the methodologies discussed herein, according to an
example embodiment.

DETAILED DESCRIPTION

[0011] Described herein are methods and systems {for
securely synthesizing a natural voice of a speaker when
translating speech of the speaker from a first language to a
second language, as may occur for example, during a voice
call, audio or video-based conference call, or similar online
cevent. In the following description, for purposes of expla-
nation, numerous speciiic details and features are set forth in
order to provide a thorough understanding of the various
aspects of different embodiments of the present invention. It
will be evident, however, to one skilled in the art, that the
present invention may be practiced and/or implemented with
varying combinations of the many details and features
presented herein.

[0012] Technical advancements 1n speech synthesis have
made it possible to generate synthesized speech with audible
characteristics that mimic the natural voice of a person—a
concept frequently referred to as voice cloning. Many con-
ventional techniques that use voice cloning when synthesiz-
ing speech mvolve generating what 1s referred to herein as
a voice profile. The term *““voice profile” refers to voice data
that encapsulates unique vocal characteristics of a real
person, and which can be used by a speech synthesizer to
generate synthesized speech having audible characteristics
consistent with the natural or real voice of a speaker. For
instance, when a speech synthesizer 1s generating synthe-
s1zed speech, a voice profile 1s used as input to the speech
synthesizer to produce synthesized speech that mimics the
voice of the person with whom the voice profile 1s associ-
ated. As such, a voice profile may be thought of as a digital
copy ol a person’s natural voice.

[0013] With many conventional communication applica-
tions and services that provide a language translation service
using speech synthesizers, a voice profile for a person 1s
created by prompting the person to speak and then capturing
an audio recording of that person’s speech. For example, the
speaker may be prompted to read back a specific sentence or
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arrangement ol words. The captured audio recording 1s then
processed to identify vocal characteristics unique to that
person, which are then stored in a voice profile for that
person. When the person initiates a voice call or other
communication session using the communication applica-
tion, the voice profile of the person 1s retrieved from storage
and used as an input by the speech synthesizer when creating
language-translated synthesized speech during a real-time
communication session—ior example, a voice call or con-
ferencing event.

[0014] The technique described immediately above 1s
inherently risky due to the voice profile being stored by the
communication application or service. For instance, 1f the
voice proiile madvertently becomes accessible to others, the
voice profile could be used for nefarious activities. For
example, 1 a fraudster gains access to the voice profile, the
fraudster could use the voice profile of another person to
deceive others by pretending to be the person to whom the
voice profile belongs. Because the synthesized speech that 1s
generated using the voice profile would sound to others as 1f
it was being spoken in real-time or near real-time by a
known and trusted person, the targeted participants may trust
the message of the fraudster and take some action that 1s
against his or her own best interests. These types of 1llicit
activities or schemes—generally referred to as deepiakes—
have garnered widespread attention for their potential use in
creating fake news, hoaxes, bullying, and financial fraud.

[0015] More recently, communication applications and
services have addressed the problem set forth above by
developing systems to capture a voice recording of a speaker
and generate a voice profile for the speaker “on the tly” or
in real-time, for example, by sampling the speech of the
speaker during the beginming of a communication session.
For example, when a communication session 1s mnitiated and
a participant first speaks, the system detects the speech and
captures a fixed-length sample of the speech from which a
voice proiile 1s generated. Then, for the remainder of the
communication session, the voice profile 1s used when
generating language-translated synthetic speech 1n a natural
voice of the speaker. Accordingly, when the voice profile 1s
created during the actual communication session for which
the voice profile will be used, the voice profile for the
speaker need not be stored by the communication applica-
tion or service. The voice profile that 1s derived for the
speaker during the beginning of the communication session
1s used throughout the duration of the communication ses-
s1on to generate synthesized speech in the speaker’s natural
voice.

[0016] However, this techmque of using a voice profile to
generate synthesized speech 1s still susceptible to deeptake
schemes. For example, 1f a fraudster has previously captured
a recording of another person, the fraudster could play back
the recording of the speech (and voice) of that person at the
beginning of a communication session. The voice profile
service of the system would then create, for the benefit of the
fraudster, a voice profile having vocal characteristics of the
other person, thereby allowing the fraudster to impersonate
the other person throughout the remainder of the commu-
nication session. For example, after imtially playing back
the recording of the other person at the beginming of the
communication session, the fraudster would then be able to
speak 1n his or her own voice, while the language-translated
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synthesized speech would be generated with the voice
profile of the other person, allowing the fraudster to 1mper-
sonate the other person.

[0017] Consistent with embodiments of the present inven-
tion, a communication application or service has a voice
profile service that generates and refreshes a voice profile for
a speaker at a regular interval throughout the duration of a
communication session. By way of example, when a com-
munication session 1s first initiated and a first participant of
the communication session begins speaking, a fixed-length
(e.g., 8 second) sample of the audio data representing the
speech of the first participant 1s processed by the voice
proflle service to generate a voice profile for the first
participant. Then, at some regular interval (e.g., every 30
seconds), the voice profile service will again sample the
speech of the first participant to generate a refreshed or
updated voice profile. In some instances, as an updated voice
profile 1s generated, the updated voice profile 1s written to a
volatile memory storage device such that it overwrites the
previously generated voice profile. This process continues
for the duration of the communication session. By 1teratively
refreshing or updating the voice profile of each participant in
the communication session, the risk of deepfake schemes,
where one person leverages the voice profile of another
person to achieve some fraudulent objective, 1s significantly
reduced. For instance, 11 a fraudster begins a call by playing
back a recording of another person’s speech, the initial voice
profile generated for use in synthesizing the translated
speech will be 1n the voice of the other person. However,
when a subsequent voice profile 1s generated, the subsequent
voice profile will be based on the speech of the fraudster, and
as such, other participants 1n the communication session will
observe a significant change 1n the voice of the synthesized
speech. Indeed, the changing of the voice will also be a
signal to participants that some nefarious activity may be
occurring. Other aspects and advantages of the present
invention will be readily apparent from the description of the
several figures that follows. The disclosed technical solu-
tions of resampling the speech of the first participant (e.g.,
a speaker) to generate a refreshed or updated voice profile
thus solves the technical problem of preventing abuse of
previously generated voice profiles.

[0018] FIG. 1 1s a diagram illustrating an example of a
communication service 100 having a voice profile service
102 for continuously updating a voice profile 104 of a
speaker when generating language-translated synthesized
speech 116, consistent with some embodiments. The com-
munication service 100 may facilitate one-to-one voice calls
or voice calls with more than two call participants, such as
the case may be with an audio-conferencing or video-
conferencing application. In other mstances, the communi-
cation service 100 may facilitate one-to-many broadcast-like
events, such as online conferences or online seminars—
sometimes referred to as webinars—where one or more
dedicated presenters (e.g., speakers) may present to a large
audience of participants. Accordingly, with some embodi-
ments, the communication service 100 may facilitate the
communication of both audio and wvisuval information,
including video-based conferencing and web-based data
presentation. However, in other instances, the communica-
tion service 100 may be a purely audio-based service.
Furthermore, the techniques described herein may be imple-
mented with communications services that are natively
digital—for example, such as voice-over IP (VOIP) systems,
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Integrated Services Digital Network (ISDN) or other pro-
prictary digital-based systems, but also analog-based sys-
tems, such as plain old telephone services (POTS).

[0019] As shown in FIG. 1, 1n addition to the voice profile
service 102, the communication service 100 includes a
translation service 106 and a speech synthesizer service 108.
When a communication session 1s first initiated, speech 112,
in a first language of a first speaker, 1s received at the
communication service 100 and processed 1n parallel by the
translation service 106 and the voice profile service 102.
Although shown 1n FIG. 1 as separate services, with some
embodiments, the voice profile service 102 may be a sub-
component of the translation service 106. In any case, the
translation service 106 processes the received audio data,
representing the speech 112 of the speaker, by translating the
speech from a first language to a second language, while
simultaneously, the voice profile service processes a fixed-
length sample of the audio data to derive a first voice profile
for the speaker.

[0020] Translating the received speech 112 from a first
language to a second language 1s generally achieved 1n two
steps. The translation service 106 first processes the audio
data representing the received speech 112 to recognize the
component parts ol the speech in a first language. Next,
these recognized component parts of speech in the first
language are translated or converted to component parts of
speech 1n the second language. In various embodiments, the
component parts of speech may take different forms—what
are referred to as symbolic linguistic representations. For
instance, with some embodiments, the component parts of
speech may be text (e.g., words). However, 1n other embodi-
ments, the component parts of speech may be phonetic
transcriptions—symbols providing a visual representation of
speech sounds (or phones). In either case, after performing
speech recognition to i1dentily or recognize the component
parts of the speech, the recognized speech 1s then converted
or translated to component parts of speech in the second
(target) language. The output of the translation service 106
1s thus a symbolic linguistic representation of the recognized
speech 114, in the target or translated language.

[0021] Whle the translation service 106 1s translating the
speech received from the speaker, the voice profile service
102 obtains and processes a fixed-length sample of audio
data, representing the speech 112, to generate a voice profile
104 for the speaker. Specifically, the voice profile service
processes the fixed-length sample of audio data representing,
the speech from the speaker to 1dentily various vocal char-
acteristics. These vocal characteristics are then used 1n
generating the voice profile 104 of the speaker. As shown 1n
FIG. 1, the voice profile of the speaker 1s an input to the
speech synthesizer service 108, which generates the synthe-
s1zed speech 116, 1n the target or translated language, using
the voice profile 104 as input to give the synthesized speech
the audible characteristics of the natural voice of the speaker.

[0022] Referring now to FIG. 2, a timing diagram 1s
shown to illustrate how the process set forth above 1s
iteratively performed at a fixed interval, so that a voice
profile 1s continuously refreshed or updated as a speaker
continuously speaks during a communication session. As
illustrated in FIG. 2, the line with reference number 200
represents a timeline during which the speaker 1s speaking in
a first language (e.g., English). The point in the timeline
designated as ‘““I=0" represents the beginning of the com-
munication session and thus the time at which the speaker
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begins speaking in English. As shown with reference num-
ber 202, an eight second sample of audio data representing
the first eight seconds of speech from a first thirty second
interval 204, 1s processed to generate a first voice profile 206
for the speaker (e.g., “VOICE PROFILE #17). This first
voice profile 206 1s then used by the speech synthesizer
service 108 to generate a portion of the synthesized speech
208 1n the target or translated language (e.g., French), giving
the synthesized speech audible characteristics consistent
with the natural voice of the speaker.

[0023] As the speaker continues to speak, a second eight
second sample of audio data 210 1s captured during a second
interval 212 and processed by the voice profile service to
generate a second instance of the voice profile 214 of the
speaker. The new voice profile 214 of the speaker 1s then
utilized as an mput to the speech synthesizer service 108 to
generate a second portion of the synthesized speech 216,
grving the synthesized speech audible characteristics con-
sistent with the natural voice of the speaker. This process 1s
continued for the duration of the communication session
making 1t extremely diflicult, 1f not impossible, for a fraud-
ster to trick the system by playing a recording of another
person’s speech.

[0024] Although each interval 1s shown 1n FIG. 2 as being
thirty seconds 1n length, 1n various alternative embodiments
the fixed interval may be different lengths, for example, such
as between ten to forty seconds in length. Similarly, the
sample of audio data from which the voice profile 1s gen-
crated 1s 1illustrated 1 FIG. 2 as being eight seconds.
However, in alternative embodiments, the length of the
sample may be more or less than eight seconds, such as
between two and ten seconds. Furthermore, in the timing
diagram of FIG. 2, the sample of audio data that 1s obtained
during the fixed interval, and from which the voice profile 1s
derived, 1s shown as being obtained from the first portion
(c.g., the first 8 seconds) of the fixed interval (e.g., 30)
seconds of audio data). However, with some embodiments,
the audio data from the entire fixed interval 1s first pro-
cessed, and the sample 1s obtained from the portion (e.g., 8
seconds) of audio data having the best energy (e.g., most
significant voice characteristics). By selecting the portion of
the audio data obtained during the fixed interval having the
best energy, the quality of the resulting voice profile 1s
improved, and the situation where an audio sample has only
silence or poor audio characteristics 1s avoided.

[0025] Referring again to FIG. 1, consistent with some
embodiments, each time a voice profile 1s generated for a
speaker, the new or updated voice profile for that speaker
may be written to a volatile memory storage device by
overwriting a previously generated voice profile for that
speaker, thereby ensuring, for the sake of security, that no
more than one profile 1s temporarily stored in volatile
memory at any one time. Similarly, with some embodiments,
upon detecting that a participant has terminated his or her
participation in the communication session, the voice profile
of that participant will be removed or deleted from memory.
When a communication session ends, any voice profile that
was generated for a participant in the communication ses-
sion 1s deleted.

[0026] Consistent with some embodiments of the mven-
tion, the communication service 100 may facilitate the
presentation of visual information within a user iterface of
an end-user’s computing device via which that end-user
establishes a communication session. Accordingly, as 1llus-
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trated i FIG. 1 by the dashed-line box with reference
number 110, with some embodiments, an optional user
interface component 110 may be part of the communication
service.

[0027] Consistent with some embodiments, the user inter-
tace component 110 may generate a visual indicator for
presentation via a user interface presented on the display of
a device of a participant, where the visual indicator serves as
a warning that an updated voice profile for a particular
speaker has changed significantly from a previously gener-
ated voice profile for the same speaker. For example, with
some embodiments, the voice profile service may include a
voice profile verification component or service (not shown
in FI1G. 1). During a communication session, when the voice
profile service 102 generates a voice profile for a speaker,
before overwriting a previously generated voice profile for
the speaker, the voice profile verification component may
analyze the new voice profile to determine whether the new
voice profile 1s different from the previously generated voice
profile 1n some significant way. When the determined dif-
ference between some aspect of the new and old voice
profiles exceeds a predetermined threshold, the voice profile
verification service may cause the user interface component
110 to generate a visual indicator for presentation via a user
interface shown on a display of a device of a participant. The
visual indicator will serve as a warning to the participant that
the speaker’s voice profile has changed significantly, 1ndi-
cating a possibility of an impersonator. The 1con and “wamn-
ing” label with reference number 300 mn FIG. 3 1s an
example ol a visual indicator that may be presented to a
participant ol a communication session when a significant
change has been detected 1n the successively generated
voice profiles of a speaker.

[0028] FIG. 4 15 a flow diagram illustrating an example of
a technique (e.g., a method 400) for translating speech,
received from the device of a speaker, from a first language
to a second language, and then generating synthesized
speech for communication to another participant, where the
synthesized speech 1s 1n the second language with audible
characteristics of the natural voice of the speaker, consistent
with embodiments of the mvention. At method operation
402, during a real-time, language-translated communication
session for which the speech of a first participant (e.g., a
speaker) 1s to be translated from a first language to a second
language, and then played back as synthesized speech 1n the
second language, a fixed-length sample of audio data, rep-
resenting the speech of the speaker in the first language, 1s
obtained. The sample of audio data i1s processed by a voice
profile service to generate a voice profile for the speaker. The
generating of the voice profile by the voice profile service 1s
iteratively performed at a regular interval using audio data
captured within the relevant interval. For example, with
some embodiments, the interval length may be thirty sec-
onds. Accordingly. every thirty seconds, the voice profile
service obtains a fixed-length sample of audio data, repre-
senting the speech of the speaker, and uses the sample to
generate a voice profile for the speaker. With some embodi-
ments, as each new or updated voice profile 1s generated, the
new or updated voice profile 1s written to the same space in
memory as the previously generated voice profile, such that
the new or updated voice profile overwrites the previously
generated voice profile for the speaker. In this context,
overwriting one voice profile with another may Attorney
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NP involve directly overwriting the voice profile—that 1s,
writing the new voice profile to the same memory address as
the previous voice profile, without first deleting or removing
from memory the existing voice profile. Alternatively, over-
writing the existing voice profile may involve first deleting
or removing from memory the existing voice profile—to
ensure that the existing voice profile 1s no longer available
in the application domain—before writing to memory the
new voice profile.

[0029] At method operation 404, simultaneously—that 1s,
during the language-translated communication session—the
speech of the speaker 1s translated to generate text or a
phonetic transcription in a second language. For example, a
speech translation service processes the speech as received
from the device of the speaker and generates as output a
symbolic linguistic representation of the recognized speech.
This representation may be text or alternatively, phonetic
transcription. In either case, the output of the translation
service 1s provided as mput to a speech synthesizer. The
speech synthesizer uses the voice profile currently stored 1n
memory—that 1s, the most recently generated voice profile
that has been written to memory—+to generate synthesized
speech based on the output of the translation service, such
that the synthesized speech 1s based on the speech of the
speaker, 1s 1n a second language, and has audible character-
1stics that are consistent with the natural voice of the speaker
associated with the voice profile used in generating the
synthesized speech.

[0030] Finally, at method operation 406, when the com-
munication session ends, or when one or more participants
exit or leave the communication session, any or all relevant
voice profiles that were generated during the communication
session are deleted from memory or are otherwise made
inaccessible.

[0031] By continuously and iteratively generating a voice
profile of a speaker during a communication session, a
person with bad intentions cannot easily use a recording of
another person’s speech to generate a voice profile based on
the voice of that other person, and thus impersonate that
person during a communication session.

Machine and Software Architecture

[0032] FIG. 5 15 a block diagram 800 illustrating a sofit-
ware architecture 802, which can be installed on any of a
variety of computing devices to perform methods consistent
with those described herein. FIG. 6 1s merely a non-limiting,
example of a software architecture, and 1t will be appreciated
that many other architectures can be implemented to facili-
tate the functionality described herein. In various embodi-
ments, the software architecture 802 1s implemented by
hardware such as a machine 900 of FIG. 6 that includes
processors 910, memory 930, and mput/output (I/0) com-
ponents 950. In this example architecture, the software
architecture 802 can be conceptualized as a stack of layers
where each layer may provide a particular functionality. For
example, the software architecture 802 includes layers such
as an operating system 804, libraries 806, frameworks 808,
and applications 810. Operationally, the applications 810
invoke API calls 812 through the software stack and receive
messages 814 1n response to the API calls 812, consistent
with some embodiments.

[0033] In various implementations, the operating system
804 manages hardware resources and provides common
services. The operating system 804 includes, for example, a
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kernel 820, services 822, and drivers 824. The kernel 820
acts as an abstraction layer between the hardware and the
other solftware layers, consistent with some embodiments.
For example, the kernel 820 provides memory management,
processor management (e.g., scheduling), component man-
agement, networking, and security settings, among other
functionality. The services 822 can provide other common
services for the other software layers. The drivers 824 are
responsible for controlling or interfacing with the underlying
hardware, according to some embodiments. For instance, the
drivers 824 can include display drivers, camera drivers,
BLUETOOTH® or BLUETOOTH® Low Energy drivers,
flash memory drivers, sertal communication drivers (e.g.,
Universal Serial Bus (USB) drivers), Wi-FiR drivers, audio

drivers, power management drivers, and so forth.

[0034] In some embodiments, the libraries 806 provide a
low-level common infrastructure utilized by the applications
810. The libraries 806 can include system libraries 830 (e.g.,
C standard library) that can provide functions such as
memory allocation functions, string mampulation functions,
mathematic functions, and the like. In addition, the libraries
806 can include API libraries 832 such as media libraries
(e.g., libraries to support presentation and manipulation of
vartous media formats such as Moving Picture Experts
Group-4 (MPEG4), Advanced Video Coding (H.264 or
AV(C), Moving Picture Experts Group Layer-3 (MP3),
Advanced Audio Coding (AAC), Adaptive Multi-Rate
(AMR) audio codec, Joint Photographic Experts Group
(JPEG or JPG), or Portable Network Graphics (PNG)),
graphics libraries (e.g., an OpenGL framework used to
render in two dimensions (2D) and three dimensions (3D) in
a graphic context on a display), database libraries (e.g.,
SQLite to provide various relational database functions),
web libraries (e.g., WebKit to provide web browsing func-
tionality), and the like. The libraries 806 can also include a
wide variety of other libraries 834 to provide many other
APIs to the applications 810.

[0035] The frameworks 808 provide a high-level common
infrastructure that can be utilized by the applications 810,
according to some embodiments. For example, the frame-
works 608 provide various GUI functions, high-level
resource management, high-level location services, and so
torth. The frameworks 808 can provide a broad spectrum of
other APIs that can be utilized by the applications 810, some
of which may be specific to a particular operating system
804 or platform.

[0036] In an example embodiment, the applications 810
include a home application 850, a contacts application 852,
a browser application 854, a book reader application 856, a
location application 858, a media application 860, a mes-
saging application 862, a game application 864, and a broad
assortment of other applications, such as a third-party appli-
cation 866. According to some embodiments, the applica-
tions 810 are programs that execute functions defined 1n the
programs. Various programming languages can be employed
to create one or more of the applications 810, structured in
a variety of manners, such as object-oriented programming
languages (e.g., Objective-C, Java, or C++) or procedural
programming languages (e.g., C or assembly language). In
a specific example, the third-party application 866 (e.g., an
application developed using the ANDROID™ or [IOS™
soltware development kit (SDK) by an entity other than the
vendor of the particular platform) may be mobile software
running on a mobile operating system such as IOST,
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ANDROID™, WINDOWS® Phone, or another mobile
operating system. In this example, the third-party applica-
tion 866 can invoke the API calls 812 provided by the

operating system 804 to facilitate functionality described
herein.

[0037] FIG. 6 illustrates a diagrammatic representation of
a machine 900 1n the form of a computer system within
which a set of instructions may be executed for causing the
machine to perform any one or more of the methodologies
discussed herein, according to an example embodiment.
Specifically, FIG. 6 shows a diagrammatic representation of
the machine 900 in the example form of a computer system,
within which instructions 916 (e.g., software, a program, an
application, an applet, an app, or other executable code) for
causing the machine 900 to perform any one or more of the
methodologies discussed herein may be executed. For
example the instructions 916 may cause the machine 900 to
execute any one of the methods or algorithmic techniques
described herein. Additionally, or alternatively, the instruc-
tions 916 may implement any one of the systems described
herein. The structions 916 transform the general, non-
programmed machine 900 into a particular machine 900
programmed to carry out the described and illustrated func-
tions 1n the manner described. In alternative embodiments,
the machine 900 operates as a standalone device or may be
coupled (e.g., networked) to other machines. In a networked
deployment, the machine 900 may operate 1n the capacity of
a server machine or a client machine 1 a server-client
network environment, or as a peer machine in a peer-to-peer
(or distributed) network environment. The machine 900 may
comprise, but not be limited to, a server computer, a client
computer, a PC, a tablet computer, a laptop computer, a
netbook, a set-top box (STB), a PDA, an entertainment
media system, a cellular telephone, a smart phone, a mobile
device, a wearable device (e.g., a smart watch), a smart
home device (e.g., a smart appliance), other smart devices,
a web appliance, a network router, a network switch, a
network bridge, or any machine capable of executing the
instructions 916, sequentially or otherwise, that specily
actions to be taken by the machine 900. Further, while only
a single machine 900 1s 1llustrated, the term “machine” shall
also be taken to include a collection of machines 900 that
individually or jointly execute the instructions 916 to per-
form any one or more of the methodologies discussed
herein.

[0038] The machine 900 may include processors 910,
memory 930, and I/O components 950, which may be
configured to communicate with each other such as via a bus
902. In an example embodiment, the processors 910 (e.g., a
Central Processing Unit (CPU), a Reduced Instruction Set
Computing (RISC) processor, a Complex Instruction Set
Computing (CISC) processor, a Graphics Processing Unit
(GPU), a Digital Signal Processor (DSP), an ASIC, a Radio-
Frequency Integrated Circuit (RFIC), another processor, or
any suitable combination thereol) may include, for example,
a processor 912 and a processor 914 that may execute the
istructions 916. The term “processor” 1s intended to include
multi-core processors that may comprise two or more inde-
pendent processors (sometimes referred to as “cores™) that
may execute instructions contemporaneously. Although
FIG. 6 shows multiple processors 910, the machine 900 may
include a single processor with a single core, a single
processor with multiple cores (e.g., a multi-core processor),
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multiple processors with a single core, multiple processors
with multiples cores, or any combination thereof.

[0039] The memory 930 may include a main memory 932,
a static memory 934, and a storage unit 936, all accessible
to the processors 910 such as via the bus 902. The main
memory 930, the static memory 934, and storage umt 936
store the mstructions 916 embodying any one or more of the
methodologies or functions described herein. The nstruc-
tions 916 may also reside, completely or partially, within the
main memory 932, within the static memory 934, within the
storage unit 936, within at least one of the processors 910
(e.g., within the processor’s cache memory), or any suitable
combination thereof, during execution thereof by the
machine 900.

[0040] The I/O components 950 may include a wide
variety of components to receive put, provide output,
produce output, transmit information, exchange informa-
tion, capture measurements, and so on. The specific I/O
components 950 that are included 1n a particular machine
will depend on the type of machine. For example, portable
machines such as mobile phones will likely include a touch
input device or other such mput mechanisms, while a
headless server machine will likely not include such a touch
input device. It will be appreciated that the I/O components
950 may include many other components that are not shown
in FIG. 6. The I/O components 950 are grouped according
to functionality merely for simplifying the following dis-
cussion and the grouping 1s 1n no way limiting. In various
example embodiments, the I/O components 950 may 1nclude
output components 952 and mput components 9354. The
output components 952 may include visual components
(e.g., a display such as a plasma display panel (PDP), a light
emitting diode (LED) display, a liquid crystal display
(LCD), a projector, or a cathode ray tube (CRT)), acoustic
components (e.g., speakers), haptic components (e.g., a
vibratory motor, resistance mechanisms), other signal gen-
erators, and so forth. The mput components 954 may 1include
alphanumeric 1input components (e.g., a keyboard, a touch
screen configured to receive alphanumeric mput, a photo-
optical keyboard, or other alphanumeric input components),
point-based mput components (e.g., a mouse, a touchpad, a
trackball, a joystick, a motion sensor, or another pointing,
instrument), tactile imput components (e.g., a physical but-
ton, a touch screen that provides location and/or force of
touches or touch gestures, or other tactile mput compo-
nents), audio input components (e.g., a microphone), and the

like.

[0041] In further example embodiments, the I/O compo-
nents 950 may include biometric components 956, motion
components 958, environmental components 960, or posi-
tion components 962, among a wide array of other compo-
nents. For example, the biometric components 956 may
include components to detect expressions (e.g., hand expres-
s1ons, facial expressions, vocal expressions, body gestures,
or eye tracking), measure bio-signals (e.g., blood pressure,
heart rate, body temperature, perspiration, or brain waves),
identify a person (e.g., voice 1dentification, retinal identifi-
cation, facial identification, fingerprint identification, or
clectroencephalogram-based identification), and the like.
The motion components 958 may include acceleration sen-
sor components (e.g., accelerometer), gravitation sensor
components, rotation sensor components (€.g., gyroscope),
and so forth. The environmental components 960 may
include, for example, 1llumination sensor components (e.g.,

Jun. 13, 2024

photometer), temperature sensor components (e.g., one or
more thermometers that detect ambient temperature),
humidity sensor components, pressure sensor components
(e.g., barometer), acoustic sensor components (e.g., one or
more microphones that detect background noise), proximity
sensor components (e.g., infrared sensors that detect nearby
objects), gas sensors (€.g., gas detection sensors to detection
concentrations of hazardous gases for safety or to measure
pollutants in the atmosphere), or other components that may
provide indications, measurements, or signals corresponding
to a surrounding physical environment. The position com-
ponents 962 may include location sensor components (e.g.,
a GPS receiver component), altitude sensor components
(e.g., altimeters or barometers that detect air pressure from
which altitude may be derived), onientation sensor compo-
nents (e.g., magnetometers), and the like.

[0042] Communication may be implemented using a wide
variety of technologies. The I/O components 950 may
include communication components 964 operable to couple
the machine 900 to a network 980 or devices 970 via a
coupling 982 and a coupling 972, respectively. For example,
the communication components 964 may include a network
interface component or another suitable device to interface
with the network 980. In further examples, the communi-
cation components 964 may include wired communication
components, wireless communication components, cellular
communication components, Near Field Communication
(NFC) components, Bluetooth®; components (e.g., Blu-
ctooth® Low Energy), Wi-Fik components, and other com-
munication components to provide communication via other
modalities. The devices 970 may be another machine or any
of a wide variety of peripheral devices (e.g., a peripheral
device coupled via a USB).

[0043] Moreover, the communication components 964
may detect i1dentifiers or include components operable to
detect 1dentifiers. For example, the communication compo-
nents 964 may include Radio Frequency Identification
(RFID) tag reader components, NFC smart tag detection
components, optical reader components (e.g., an optical
sensor to detect one-dimensional bar codes such as Unmiver-
sal Product Code (UPC) bar code, multi-dimensional bar
codes such as Quick Response (QR) code, Aztec code, Data
Matrix, Dataglyph, MaxiCode,

[0044] PDF417, Ultra Code, UCC RSS-2D bar code,
and other optical codes), or acoustic detection compo-
nents (e.g., microphones to 1dentily tagged audio sig-
nals). In addition, a variety of information may be
derived via the communication components 964, such
as location via Internet Protocol (IP) geolocation, loca-
tion via Wi-FiR signal triangulation, location via
detecting an NFC beacon signal that may indicate a
particular location, and so forth.

[0045] EXECUTABLE INSTRUCTIONS
MACHINE STORAGE MEDIUM

[0046] The various memories (1.e., 930, 932, 934, and/or

memory of the processor(s) 910) and/or storage unit 936
may store one or more sets of istructions and data structures
(e.g., software) embodying or utilized by any one or more of
the methodologies or functions described herein. These
instructions (e.g., the mstructions 916), when executed by
processor(s) 910, cause various operations to implement the
disclosed embodiments.

[0047] As used herein, the terms “machine-storage
medium,” “device-storage medium,” “computer-storage

AND
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medium” mean the same thing and may be used interchange-
ably 1n this disclosure. The terms refer to a single or multiple
storage devices and/or media (e.g., a centralized or distrib-
uted database, and/or associated caches and servers) that
store executable instructions and/or data. The terms shall
accordingly be taken to include, but not be limited to,
solid-state memories, and optical and magnetic media,
including memory internal or external to processors. Spe-
cific examples of machine-storage media, computer-storage
media and/or device-storage media include non-volatile
memory, including by way of example semiconductor
memory devices, e.g., erasable programmable read-only
memory (EPROM), electrically erasable programmable
read-only memory (EEPROM), FPGA, and flash memory
devices: magnetic disks such as internal hard disks and
removable disks: magneto-optical disks: and CD-ROM and
DVD-ROM disks. The terms “machine-storage media,”
“computer-storage media,” and “device-storage media” spe-
cifically exclude carrier waves, modulated data signals, and
other such media, at least some of which are covered under
the term “signal medium”™ discussed below.

Transmission Medium

[0048] In various example embodiments, one or more
portions of the network 980 may be an ad hoc network, an
intranet, an extranet, a VPN, a LAN, a WLAN, a WAN, a
WWAN, a MAN, the Internet, a portion of the Internet, a
portion of the PSTN, a plain old telephone service (POTS)
network, a cellular telephone network, a wireless network, a
Wi-Fi® network, another type of network, or a combination
of two or more such networks. For example, the network 980
or a portion of the network 980 may include a wireless or
cellular network, and the coupling 982 may be a Code
Division Multiple Access (CDMA) connection, a Global
System for Mobile communications (GSM) connection, or
another type of cellular or wireless coupling. In this
example, the coupling 982 may implement any of a variety
of types of data transier technology, such as Single Carrier
Radio Transmission Technology (IxRT1T), Evolution-Data
Optimized (EVDO) technology, General Packet Radio Ser-
vice (GPRS) technology, Enhanced Data rates for GSM
Evolution (EDGE) technology, third Generation Partnership
Project (3GPP) including 3G, fourth generation wireless
(4G) networks, Universal Mobile Telecommunications Sys-
tem (UMTS), High Speed Packet Access (HSPA), World-
wide Interoperability for Microwave Access (WiIMAX),
Long Term Evolution (LTE) standard, others defined by
various standard-setting organizations, other long range pro-
tocols, or other data transier technology.

[0049] The instructions 916 may be transmitted or
received over the network 980 using a transmission medium
via a network interface device (e.g., a network interface
component included 1n the communication components 964 )
and utilizing any one of a number of well-known transfer
protocols (e.g., HI'TP). Similarly, the instructions 916 may
be transmitted or received using a transmission medium via
the coupling 972 (e.g., a peer-to-peer coupling) to the
devices 070. The terms “transmission medium”™ and “signal
medium” mean the same thing and may be used interchange-
ably 1n this disclosure. The terms “transmission medium”™
and “signal medium” shall be taken to include any intangible
medium that 1s capable of storing, encoding, or carrying the
istructions 916 for execution by the machine 900, and
includes digital or analog communications signals or other

Jun. 13, 2024

intangible media to facilitate communication of such sofit-
ware. Hence, the terms “transmission medium”™ and “signal
medium™ shall be taken to include any form of modulated
data signal, carrier wave, and so forth. The term “modulated
data signal” means a signal that has one or more of 1ts
characteristics set or changed in such a matter as to encode
information in the signal.

Computer-Readable Medium

[0050] The terms ‘“machine-readable medium,” *“com-
puter-readable medium™ and “device-readable medium”™
mean the same thing and may be used interchangeably in
this disclosure. The terms are defined to include both
machine-storage media and transmission media. Thus, the
terms include both storage devices/media and carrier waves/
modulated data signals.

What 1s claimed 1s:

1. A computer-implemented method for securely synthe-
s1zing speech 1n a natural voice of a speaker during a
language-translated communication session, the method
comprising;

during the language-translated communication session:

periodically replacing a voice profile for the speaker at
a fixed 1nterval by 1) obtaining a sample of audio data
from a stream of audio data received from a device
of the speaker during the fixed interval, the stream of
audio data representing speech, 1n a first language,
from the speaker, 1) generating from the sample of
audio data a voice profile for the speaker, and 111)
writing the voice profile of the speaker to a memory
storage device:

processing the stream of audio data received from the
device of the speaker by generating a stream of audio
data for communicating to a participant of the com-
munication session, the stream ol audio data for
communicating to the participant representing syn-
thesized speech that has been translated from a first
language to a second language, the synthesized
speech derived using the most recently generated
voice profile of the speaker as stored in the memory
storage device; and

communicating the stream of audio data representing
the synthesized speech 1n the second language to a
device of the participant for play back.

2. The computer-implemented method of claim 1, further
comprising;
responsive to detecting termination of the language-trans-

lated communication session, deleting the voice profile
of the speaker from the memory storage device.

3. The computer-implemented method of claim 1,
wherein writing the voice profile of the speaker to a memory
storage device comprises overwriting an instance of the
voice profile of the speaker that was previously written to the
memory storage device.

4. The computer-implemented method of claim 3,
wherein the language-translated communication session 1s
facilitated by an application executing on the device of the
participant, the application having a user interface for pre-
sentation on a display of the device, the method further
comprising;

prior to overwriting an instance of the voice profile of the

speaker that was previously written to the memory
storage device:
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comparing the voice profile of the speaker with the
instance of the voice profile of the speaker previ-
ously written to the memory storage device; and

determining, based on said comparison, a diflerence
between the voice profile of the speaker and the
instance of the voice profile of the speaker that was
previously written to the memory storage device
exceeds a threshold; and

responsive to said determining, causing a visual indicator

to be presented via the user interface of the application
executing on the device of the participant, wherein the
visual indicator indicates detection of a significant
change 1n the voice profile of the speaker.

5. The computer-implemented method of claim 1,
wherein processing the stream of audio data received from
the device of the speaker by generating a stream of audio
data for communicating to a device of a participant of the
communication session comprises:

performing speech recognition on the stream of audio data

received from the device of the speaker to generate for
the speech, 1n the first language, symbolic linguistic
representations of the speech in the second language;
and

with a speech synthesizer, generating the stream of audio

data for communicating to the device of the participant
of the communication session using as mnput the syms-
bolic linguistic representations of the speech in the
second language.

6. The computer-implemented method of claim 35,
wherein the symbolic linguistic representations of the
speech 1n the second language comprise:

text in the second language: or

phonetic transcriptions in the second language.

7. The computer-implemented method of claim 1,
wherein obtaining a sample of audio data from a stream of
audio data received from a device of the speaker comprises:

obtaining a sample of audio data having a duration 1n the

range of 2-10 seconds.

8. The computer-implemented method of claim 1,
wherein the fixed interval 1s an interval with a duration 1n the
range of 10-40 seconds.

9. A system for securely synthesizing speech 1n a natural
voice of a speaker during a language-translated communi-
cation session, the system comprising:

a hardware processor; and

one or more memory storage devices, storing mstructions

thereon, which, when executed by the hardware pro-

cessor, cause the system to perform operations com-
prising:

during the language-translated communication session:

periodically replacing a voice profile for the speaker

at a fixed interval by 1) obtaining a sample of audio

data from a stream of audio data received from a

device of the speaker during the fixed interval, the
stream of audio data representing speech, 1n a first
language, from the speaker, 11) generating from the
sample of audio data a voice profile for the
speaker, and 111) writing the voice profile of the
speaker to a memory storage device:

processing the stream of audio data received from
the device of the speaker by generating a stream of
audio data for communicating to a participant of
the communication session, the stream of audio
data for communicating to the participant repre-
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senting synthesized speech that has been trans-
lated from a first language to a second language,
the synthesized speech derived using the most
recently generated voice profile of the speaker as

stored 1n the memory storage device; and
communicating the stream of audio data representing
the synthesized speech 1n the second language to

a device of the participant for play back.
10. The system of claim 9, wherein the operations further

comprise:
responsive to detecting termination of the language-trans-
lated communication session, deleting the voice profile
of the speaker from the memory storage device.

11. The system of claim 9, wheremn writing the voice
profile of the speaker to a memory storage device comprises
overwriting an 1nstance of the voice profile of the speaker
that was previously written to the memory storage device.

12. The system of claim 11, wherein the language-trans-
lated communication session is facilitated by an application
executing on the device of the participant, the application
having a user mterface for presentation on a display of the
device, the operations further comprising:

prior to overwriting an instance of the voice profile of the
speaker that was previously written to the memory
storage device:

comparing the voice profile of the speaker with the
instance of the voice profile of the speaker previ-
ously written to the memory storage device; and

determining, based on said comparison, a diflerence
between the voice profile of the speaker and the
instance of the voice profile of the speaker that was

previously written to the memory storage device
exceeds a threshold; and

responsive to said determining, causing a visual indicator
to be presented via the user interface of the application
executing on the device of the participant, wherein the
visual indicator indicates detection of a significant
change 1n the voice profile of the speaker.

13. The system of claim 9, wherein processing the stream
of audio data recerved from the device of the speaker by
generating a stream of audio data for communicating to a
device of a participant of the communication session coms-
Prises:

performing speech recognition on the stream of audio data

received from the device of the speaker to generate for
the speech, i the first language, symbolic linguistic

representations of the speech in the second language;
and

with a speech synthesizer, generating the stream of audio
data for communicating to the device of the participant
of the communication session using as mmput the sym-
bolic linguistic representations of the speech in the
second language.

14. The system of claim 13, wherein the symbolic lin-
guistic representations of the speech 1n the second language
COmprise:

text 1n the second language: or

phonetic transcriptions 1n the second language.

15. The system of claim 9, wherein obtaining a sample of
audio data from a stream of audio data received from a
device of the speaker comprises:

obtaining a sample of audio data having a duration 1n the
range of 2-10 seconds.
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16. The system of claim 9, wherein the fixed interval 1s an
interval with a duration in the range of 10-40 seconds.

17. A system for securely synthesizing speech 1n a natural
voice of a speaker during a language-translated communi-
cation session, the system comprising;:

during the language-translated communication session:

means for periodically replacing a voice profile for the
speaker at a fixed interval by 1) obtaining a sample of
audio data from a stream of audio data recerved from
a device of the speaker during the fixed interval, the
stream of audio data representing speech, i a first
language, from the speaker, 1) generating from the
sample of audio data a voice profile for the speaker,
and 111) writing the voice profile of the speaker to a
memory storage device:

means for processing the stream of audio data received
from the device of the speaker by generating a
stream of audio data for communicating to a partici-
pant of the communication session, the stream of
audio data for communicating to the participant
representing synthesized speech that has been trans-
lated from a first language to a second language, the
synthesized speech derived using the most recently
generated voice profile of the speaker as stored 1n the
memory storage device; and

means for communicating the stream of audio data
representing the synthesized speech in the second
language to a device of the participant for play back.
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18. The system of claim 17, further comprising:

means for deleting the voice profile of the speaker from
the memory storage device responsive to detecting
termination of the language-translated communication
SesS101.

19. The system of claim 18, wherein writing the voice
profile of the speaker to a memory storage device comprises
overwriting an 1nstance of the voice profile of the speaker
that was previously written to the memory storage device.

20. The system of claim 17, wherein the language-
translated communication session 1s facilitated by an appli-
cation executing on the device of the participant, the appli-
cation having a user interface for presentation on a display
of the device, the system further comprising:

prior to overwriting an instance of the voice profile of the

speaker that was previously written to the memory

storage device:

means for comparing the voice profile of the speaker
with the instance of the voice profile of the speaker
previously written to the memory storage device; and

means for determining, based on said comparison, a
difference between the voice profile of the speaker
and the instance of the voice profile of the speaker
that was previously written to the memory storage
device exceeds a threshold; and

responsive to said determining, means for causing a visual

indicator to be presented via the user interface of the
application executing on the device of the participant,
wherein the visual indicator indicates detection of a
significant change in the voice profile of the speaker.
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